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VoiceProof® — FAQ.

VoiceProof® is a software-only solution combining Scalable Strong Authentication with
Advanced Electronic Signature and Crypto Applications..

1.

‘What kind of software should user install?
The user should download and install VoiceProof® and VoiceShield® from
SentryCom production web site.

What kind of content can be used with VoiceProof®?
Any content can be used: documents, forms, images , presentations , audio ,
video, executables...

Any size limitations?
The content should be less then ~200 MB .

What is the simplest usage of VoiceProof®?

Selecting content and using Encrypt option . One can e-mail encrypted content to
other VoiceProof® user. Zero effort for the sender and zero effort for the
recipient.

Is it secure enough?
Not enough - in many cases. To be more secure - you need some extra effort. You
need to apply Seal option on top.

Can you elaborate?
Seal option requires that recipient be authenticated in real-time.

Can I seal this content for specific recipient only?

You have multiple options: you can seal it for specific recipient, for a number of
specific recipients or for any recipient, registered at SentryCom - all options
require real-time strong authentication.

For example: you are in the Internet Café, have no means of authentication and
want to store sensitive content. Download and install software, specify yourself in
seal option and mail Sealed and Encrypted file to yourself in less then a minute.

. What kind of strong authentication should I specify for the recipient?

It depends on the content sensitivity and value: for moderate value — you may
specify 2-factor authentication, for high-value — you may specify 3-factor
authentication.

option authentication  Content value

Encrypt none low

Seal and Encrypt @ 2-factor moderate
Seal and Encrypt | 3-factor high

How should I specify the recipient?
You need to know recipient email within SentryCom system. If you are not sure-
you should use our Address Book to verify user’s email.
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10. How will recipient know that the content is genuine and it is from me?

You will need to apply Sign & Encrypt Option. To apply this option you have to
be registered.

11. What Sign means?
Sign means that signer needs to be authenticated in real-time.

12. Should I choose 2-tier or 3-tier authentication?
It depends on the content sensitivity and value: for moderate value — you may
specify 2-factor authentication, for high-value — you may specify 3-factor
authentication.

13 I want to sign number of files at once. What is the easy way?
ZIP your files together and sign ZIP.

14. I want my boss sign after me . What is the easy way?
Send him your signed file and ask him to sign it.

15. Should I be registered to view signed file?

No, anyone with software VoiceProof® software installed can view the signed
file.

16. I want to combine Sign& Encrypt with Seal. OK?
OK..

17 .Could you summarize all the options available for content protection?
Option What is does Sender Recipient Registration

Encrypt Prevents content Zero effort Zero effort Not required
interception from both

Seal and Prevents Zero effort Authentication  Recipient
Encrypt unauthorized access required
to content

Sign and  Proves sender and Authentication Zero effort
Encrypt content authenticity  required
to recipient

Sign, Seal | For your eyes only Authentication  Authentication
and end-to-end secure required Required
Encrypt content delivery

18. You did not mention content delivery options?
It is all up to you: you can save on disk, send it by email, FTP and place it
anywhere you want..
For addition info:
http://www.sentry-com.net/contactus.html
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