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ABSTRACT sequences as passwords and the sequences used are
) ] listed in Table 1. Utterances one to four were repeated
This paper reports on some ways to try to deceive a geyeral times durinthe recording of the database, while

state-of-the-art speaker verification (SV) system. In ygerances five to nineteen only occur once or twice per
order to evaluate the risk in SV systems one has to take gjient.

into account the possible intentional impostors who .

know whom they are attacking. We defined a worst case Throughout the experiments one male and one female
scenario where the impostor has extensive knowledge Speaker from the SV database is studied. They both
about the person to deceive as well as the system to come from the same dialect region (Stockholm) and age

attack. In this framework we tested our SV system droup (46-50 years old).

against concatenated client speech, re-synthesis of the Utterance | Spoken Utterance | Spoken
client speech and diphone synthesis of the client. number sequence | number sequence
1 "7941" 10 "3614"
2 "2239" 11 "1497"
3 "7689" 12 "3592"
1. INTRODUCTION 4 "035 1" 13 "3219"
In most speaker verification (SV) experiments reported 2 2 95 4 14 2 65 7
in the scientific literature impostors are chosen randomly 6 5830 15 8615
from other speakers in a database. This testing method is/ 8356 16 9322
motivated, from the application point of view, if one 8 ‘1530 17 0548"
assumes that the impostor will not know whom he/she is|_9 7946” | 18 986 7"
trying to deceive. With the increasing possibilities to 19 0967

transform speech from a target speaker the question
arises on how robust today's SV systems are against th'sexperiments and their corresponding utterance number

kind of intentional imposture where the impostor can as used in the figures. Note that the same sequence is
access knqwledge about the SV system as well as Sp(:fechsaid several times throughout the recordings.

from the client to attack. In order to estimate the security
to expect we wanted to try to test a worst case scenario
where the impostor has access to target speech and tries
to cause an acceptance from the system. This is done in
order to estimate an upper bound for how dangerous an
impostor can be. 1 Concatenation of isolated digits being played

back to the system

Table 1 The sequences spoken throughout the

3. EXPERIMENT

The following impostor experiments were performed:

2. SYSTEM AND DATABASE :
Formant copy synthesis of utterances (two

2
SV-system [1] is used as a reference in order to study _ ) )
the imposture techniques. Speech is parameterized with 3 Telia MBROLA diphone synthesis used to
LPCC coefficients and a telephone quality speaker form the requested utterances

verification database [2] is used in the experiments. This The experimental setup neglects any effects due to
database is split so that the intentional impostor is transmission of the speech signal and concentrates only
assumed to have access to one part of it while the other o to what extent the impostor's transformation of the
part is used for enroliment to the SV system, thus the yqice causes effects that the SV system can distinguish
impostor is assumed not to have access to the training from the client's real speech.

material used by the SV system. The SV system uses

whole word left-right-HMMs with 2 states per phoneme

and 2 mixtures per state. The system uses 4-digit



3.1 Experiment one, concatenation  of 3.2.2 Re-synthesis 2

recorded digits The second re-synthesis technique uses a different

This experiment was set up under the assumption that it @PProach. A text-to-speech system generates rule based
would be easy for an impostor to record the genuine parameter value tracks given the label file with manually
client when uttering digits zero to nine and then just cut set segment boundaries. The fundamental frequency,
and paste these recordings to form the correct sequenceenergy and formant frequencies are then extracted from
during verification. The 19 sequences from Table 1 were the original speech data. The formant frequency
Created from isolated dIgItS Uttered by the C|ientS. ThIS extraction is performed in a two_step procedure' The
speech was then fed to the SV system in order to causefjrst formant frequency estimates are obtained from a
an acceptance. linear combination of filterbank coefficients [4]. These
estimates are fine-tuned by matching a synthetic
spectrum with the speech spectrum on a frame by frame

One plausible way for an impostor to attack would be to basis. This is performed iteratively by changing formant
try and re-synthesise his/her own voice into that of the frequencies and energy in small steps in the search for
client through some kind of transform. To show a worst the best match.

case scenario we tested to re-synthesise the client’'s own
voice in two different ways. This is done under the
hypothesis that anything done with the client's own
voice must come closer to the model than something
done with a different voice. All sequences not used for
training the models were re-synthesized and used as
impostor utterances.

3.2 Experiment two, re-synthesis

3.3 Experiment three, diphone synthesis

In this part of the experiment we used a commercial
synthesis system in order to create the requested
utterances. The system used was the infovox 330 from
Telia Promotor, also known as Annmari. It is trained on
studio speech from the client. We tested two scenarios,
3.2.1 Re-synthesis 1 one where we concatenate isolated digits as produced by
The first re-synthesis technique uses a spectral analysis,the synthesis and one where we let the synthesis produce
followed by pitch tracking and an analysis-by-synthesis the exact sequences requested.
procedure for estimating the synthesis parameters.

4. RESULTS

Spectral analysis

From figure one it becomes quite clear that the diphone
synthesis can be distinguished from the real client for
each utterance. The synthesis of the requested sentences
perform slightly better than the concatenation of
synthesized digits. As seen in Table 2, all of the diphone
synthesised utterances can be ruled out without causing
a tremendous raise in false rejection of the client.

Two types of signal analysis are performed. The spectral
analysis is performed using a 16-channel Mel filter bank
covering frequencies 200 - 6000 Hz. Due to the limited
bandwidth of the telephone signal, the two upper
channels will have no energy. For pitch tracking a
cepstral analysis is also performed. The frame rate is 10
ms in both cases.

Pitch tracking 200 Female client
At each speech frame, a number of pitch candidates are o o client

; ; 150 « « diphone digit
selected from cepstral peaks in the range corresponding ©© diphone sequence
to FO values 50 - 400 Hz. The optimum peak is selected _ 1000 o

by imposing continuity constraints on the pitch track and & °o% oo 5 °
. . . . . . . = 8 o
its time derivative. This is performed by dynamic g 500 g g g ° o 8
. o 5 © o o
programming. £ 0. g o " o °
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Synthesiser architecture T 50 g o B i o o o
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The cascade formant synthesiser consists of three ~ 1000 F ot . ey, ’ ° & . Do
. . - *
parallell branches for vocalic, nasal and unvoiced . o, e |
sounds. The LF glottal source model is used as -150 * * %
excitation for voiced sounds.
200 ) 5 10 15 20
Synthesis parameter tracking Utterance number

The synthesiser parameters are estimated by a frame'Figure 1. Concatenation of diphone synthesis digits

wise  analysis-by-synthesis ~ procedure, optionally (star) and diphone synthesis of the uttered sequences

foll_owed_ by g piece-wise I'?eﬁr ?pprox_lmatlon dOf theh (plus) used as impostor utterances against the female
trajectories. ~Ne purpose o the latter Is to reduce the ;o compared with the client's own utterances
effect of spurious tracking errors. (circles)



Impostor EER | FAwith | FRwith | FR at Male client vs re-synthesis |

type / client EER EER FA= 250

sex threshold| threshold| O 200

random 5.6 5.6 5.6 47.8 150

impostor / 5

Female o 100

_random 1.1 1.1 1.1 20.5 S 500

impostor / 4

Male % 0

diphone 5.3 5.3 5.6 5.6 g -50 AR w

digits / £ g

Female ~100 L ERR

diphone 56 | 389 5.6 15.6 -150 A

sequences / —200

Female

concatenated 70.0 | 100 5.6 98.9 =2500° 0 1000 0 1000 2000

digits / client score

Female : . .
Figure 2. Client scores for the male client plotted

g?gr:::sa}enated 213 | 895 11 42.6 versus the scores of the re-synthesised utterances.

Male Male client vs re-synthesis Il

re-synthesis | 5.6 | 7.8 5.6 8.9 250

one / Female 200

re-synthesis | 3.4 9.7 1.1 6.8 150

one / Male

re-synthesis | 0.6 0 1.1 0.6 100

two / Male 500

Table 2. Error rates in % for the different ways of

attacking the system. The second column is equal error
rate calculated with the respective attacking method as
impostors and the client’'s own speech for true client -100
attempts. The second and third column shows the FA

0

impostor score

and FR when using the threshold from the EER L 5

obtained with the randomly chosen impostor attempts,  -200 g

while the last column shows the FR caused in order to  _,¢ ‘ ‘ ‘ ‘ ‘
rule all technical impostor attempts out. —2000 -1000 clien?score 1000 2000

The most successful technique was clearly the whole Figure 3. Client scores for the male client plotted
word concatenation. The SV system is unable to Versus the scores of the re-synthesised utterances.
distinguish the client's own speech from the

concatenated digits. The two re-synthesis versions are

however handled better by the SV system and with

proper thresholds they would be ruled out without

causing any large false reject rates.

5. DISCUSSION

As expected, concatenation of whole words are very
effective as a means of impostor while the implemented
diphone synthesis and re-synthesising of speech were
distinguished from the real speech of the client without
causing too many false rejects for the real client. A
notable effect is that by just choosing other speakers in
the database whom are close to the client's voice and use
their recordings for impostor attempts will outperform
the re-synthesis we've tried.



Male client vs random impostors
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Figure 4. Histogram of the male client scores and the
scores of the randomly chosen impostors

Female client vs random impostors
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Figure 5. Histogram of the female client scores and

the scores of the randomly chosen impostors.

There can be several reasons for the fact that the re-
synthesis did not come as close to the client model as
one would expect. One fact that could give the re-
synthesis problems is the coarse spectral resolution.
Another disadvantage for the re-synthesis is that it is
difficult to track formants when dealing with unknown
and varying telephone handsets.

-3000

As can be seen in figure 4 and 5 the overlap between
random impostor scores and the client score i

considerable. This also shows in Table 2 where one can
see that an unreasonable amount of false rejects will be
created if all the random impostors are to be ruled out.

The testing with random impostors thus seems to
accurately estimate the security of the system.

Figures 2 and 3 shows the impostor scores versus the
client’'s own score for the two re-synthesis experiments
on the male speaker. For re-synthesis one there is a
notable effect for a few utterances which give very low
scores for the client. For these utterances the re-
synthesis actually gives higher scores than the real
utterances. One explanation to this could be that these
utterances are of very low quality with heavy noise and
distortion coming from the telephone handset. These
utterances are poorly matched to both the client and the
world model and the likelihood ratio obtained is not
very accurate.

6. CONCLUSION

One conclusion is that the random testing of speakers
against each other actually tells rather accurately what to
expect from an SV system even if the impostor tries
more intricate techniques. It is however possible with
technical impostor attempts and therefore one should
evaluate methods for detecting such attempts.
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